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 Business Requirements Document (BRD)

 1. Project Overview
Project Name: ESign Option to Capture eKYC Reference Number  
Date: 10-08-2023
Document Owner: Vijayakumar
Version: 1.0  

 1.1 Background
ESign is a digital signature process that provides legal acceptance of electronically signed documents. As part of regulatory compliance, eKYC (Electronic Know Your Customer) verification is required, and capturing the eKYC reference number ensures traceability and audit readiness. The current process lacks the ability to capture and store this reference number systematically, making it difficult to retrieve in case of audits or future reference.

 1.2 Objective
The primary goal of this project is to introduce an option in the ESign process where users can input or autocapture the eKYC reference number. This will ensure regulatory compliance, improve recordkeeping, and enhance the overall user experience.

 2. Scope

 2.1 In Scope
 Modification of the ESign workflow to capture the eKYC reference number.
 Integration with eKYC service providers (if auto capture is enabled).
 Frontend form changes to accommodate manual entry or display of the eKYC reference number.
 Backend changes to store the eKYC reference number in the database.
 Audit trail generation for any action involving the eKYC reference number.
 Validation checks for the format and authenticity of the eKYC reference number.
 Reporting mechanism to track and retrieve documents based on eKYC reference numbers.
  
 2.2 Out of Scope
 Changes to the existing eKYC process.
 Changes to the ESign technology (unless directly impacted by the new feature).

 3. Business Requirements

 3.1 Functional Requirements
1. User Interface (UI) Changes:
    Add a new input field labelled "eKYC Reference Number" in the ESign form.
    The field should allow users to manually input the reference number or have an option to autofill if integrated with the eKYC provider.
    Ensure that the reference number field is mandatory before the ESign can be completed.

2. Auto Capture Integration (Optional):
    Enable integration with eKYC providers to automatically capture the reference number upon successful verification.
    If auto capture fails, provide the option for manual input by the user.

3. Data Validation:
    Implement validation logic to ensure that the eKYC reference number is in the correct format.
    Validate the number’s authenticity through integration with the eKYC service provider.

4. Backend Storage:
    The system should store the eKYC reference number along with the ESign details in the database.
    Link the reference number to the corresponding signed document for easy retrieval.

5. Audit Trail:
    Create an audit log entry whenever an eKYC reference number is entered, modified, or used during the ESign process.
    Capture details such as timestamp, user ID, and action performed (e.g., manual entry, auto capture).

6. Reporting:
    Develop a reporting feature that allows retrieval of documents based on the eKYC reference number.
    Ensure that the eKYC reference number is included in all eSig related reports for regulatory audits.

7. Error Handling:
    Display appropriate error messages if the eKYC reference number validation fails.
    Provide fallback options if auto capture integration fails.

 3.2 Nonfunctional Requirements
1. Security:
    Ensure that the eKYC reference number is encrypted at rest and in transit.
    Implement role-based access control (RBAC) to limit access to sensitive information.

2. Performance:
    Ensure that the capture and validation of the eKYC reference number do not significantly affect the overall performance of the ESign process.
   
3. Scalability:
    The system should be able to handle high volumes of eKYC reference number capture without degrading performance.

 4. Assumptions
 The eKYC provider’s API allows Realtime integration for auto capture of the reference number.
 Users have the required permissions to access and enter the eKYC reference number.
  
 5. Dependencies
 Integration with external eKYC service providers.
 Database updates to accommodate the new field for eKYC reference numbers.
 Frontend UI changes for the input form.

 6. Risks
 Failure in integrating with the eKYC provider could lead to delays or reliance on manual input.
 Inaccurate eKYC reference numbers might cause compliance issues.
  
 7. Success Criteria
 Successful capture and validation of the eKYC reference number during every ESign process.
 Seamless integration with eKYC providers (if auto capture is enabled).
 Compliance with regulatory requirements for storing and auditing eKYC reference numbers.
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